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Personal Data Protection Act

Notifications on Personal Data Protection

Introduction

On 1 June 2022, the Personal Data Protection Act B.E. 2562 (2019) ("PDPA™) became fully effective
after a two-year long postponement of the effective date of key operative provisions.

On 20 June 2022, four Notifications of the Personal Data Protection Committee ("PDPC") were
published in the Government Gazette, clarifying the rules for implementation of the following provisions
of the PDPA:

1) The Notification of the Personal Data Protection Committee Re: An Exemption from the Records
of Processing Activities of the Data Controller which is a Small Business B.E. 2565 (2022) ("PDPC
Notification Re: Businesses Exempted from ROPA");

2) The Notification of the Personal Data Protection Committee Re: Criteria and Procedures in
Preparing and Maintaining Records of Personal Data Processing Activities for the Data Processor
B.E. 2565 (2022) ("PDPC Notification Re: Criteria and Procedures on ROPA for Data
Processor");

3) The Natification of the Personal Data Protection Committee Re: Security Measures of the Data
Controller B.E. 2565 (2022) ("PDPC Notification Re: Security Measures"); and

4) The Noatification of the Personal Data Protection Committee Re: Criteria on Determining an Order
to Impose an Administrative Fine of the Expert Committee B.E. 2565 (2022) ("PDPC Notification

Re: Criteria on Determining Administrative Fine").

A summary of these Notifications is given below for your information.

Businesses Exempted from the Requirements of Records of
Processing Activities

Effective date: 21 June 2022.

Under Section 39 of the PDPA, the data controller is obliged to maintain the records of processing
activities ("ROPA") in order to enable the data subjects or the Office of Personal Data Protection
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Committee to review them. However, such obligation does not apply to a small business pursuant to
the rules as prescribed by the PDPC.

The PDPC Notification Re: Businesses Exempted from ROPA has now been issued to clarify the scope
of "small business" to be exempted from the duty to maintain the ROPA.

Under the aforementioned Notification, a small business exempted from having a duty to maintain the
ROPA shall have one of the following characteristics:

1) being a small or medium-sized enterprise under the laws on small and medium enterprise
promotion;

2) being a community enterprise or community enterprise network under the laws on community
enterprise promotion;

3) being a social enterprise or a group of social enterprises under the laws on social enterprise
promotion;

4) Dbeing a cooperative, cooperative federation, or farmer's group under the laws on cooperatives;

5) being a foundation, association, religious organization or non-profit organization; or

6) being a household business or other businesses in a similar manner.

However, the aforementioned exemption does not apply to a small business which is a service provider
obliged to retain computer traffic data in accordance with the laws on computer-related crime, unless
such service provider is an internet cafe service provider.

In addition, the aforementioned exemption does not apply to small businesses (i) whose collection, use
or disclosure of personal data is likely to result in a risk to the rights and freedoms of the data subjects;

(ii) whose business involves more than the occasional collection, use or disclosure of personal data; or
(i) involved in the collection, use or disclosure of sensitive personal data under Section 26 of the PDPA.

Criteria and Procedures for Maintaining the Records of Processing
Activities for Data Processor

Effective date: 17 December 2022

As the data processor has a duty under Section 40 (3) of the PDPA to prepare and maintain the ROPA
in accordance with the rules and procedures set forth by the PDPC, the PDPC has now issued the
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PDPC Notification Re: Criteria and Procedures on ROPA for Data Processor, which will come into force
180 days following the date of its publication in the Government Gazette.

According to the aforementioned Notification, the data processor shall prepare and maintain the ROPA
for each type of activity, with at least the following details:

1) name and details of the data processor and its representative (if any);

2) name and details of the data controller which the data processor operates pursuant to the
instruction given by or on behalf of such data controller, and the data controller's representative (if

any);

3) name and details of data protection officer (if any), including his/her contact details and contact
channel;

4) type and nature of the collection, use or disclosure of personal data that the data processor
operates pursuant to the instruction given by or on behalf of the data controller, including the
personal data and the purposes for which personal data is collected, used or disclosed as assigned
by the data controller;

5) type of person or entity receiving personal data, in case of cross-border transfer of personal data;
and

6) explanation of the security measures per Section 40 paragraph one (2) of the PDPA.

Security Measures of the Data Controller
Effective date: 21 June 2022.

Section 37 (1) of the PDPA requires that the data controller shall provide appropriate security measures
for preventing the unauthorized or unlawful loss, access to, use, alteration, correction or disclosure of
personal data in accordance with the minimum standard specified and announced by the PDPC. The
PDPC Notification Re: Security Measures was then issued to set out the minimum standard.

One of the interesting requirements under the aforementioned Notification is that the data controller
must review the security measures to maintain the efficiency of the appropriate security measures, not
only when it is necessary, or when the technology has changed, but also when there is an incident of
data breach, unless such data breach does not constitute a risk to the rights and freedoms of a person.
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Determination of Administrative Fine

Effective date: 21 June 2022.

Section 90 paragraph two of the PDPA provides that, in determining whether to issue an order to impose
an administrative fine, the expert committee shall take into consideration the severity of the
circumstances of the act of offense, size of the business of data controller or the data processor, or
other circumstances according to the rules prescribed by the PDPC.

The PDPC Notification Re: Criteria on Determining Administrative Fine has been issued to specify the
key factors which the expert committee must take into account when determining an order to impose an
administrative fine. Among other things, the expert committee shall determine an order according to the
appropriateness to apply the measures and the level of severity of the offence, which can be divided
into 2 levels as follows:

1) Non-severe cases

(a) The expert committee may issue a warning notice or an order to the data controller or the data
processor or related person to resolve, cease, suspend, refrain or abstain from an act which
violates or does not comply with the law;

(b) The expert committee may issue an order to prohibit any act which causes damage to the data
subject, or to proceed with any act to suppress such damage; or

(c) The expert committee may issue an order to restrict the collection, use or disclosure of the
personal data relevant to the commission of the offence in order to suppress such damage.

2) Severe cases, including when the order to resolve or the warning is ineffective

(@) The expert committee may impose an administrative fine on the data controller, the data
processor or the related person according to the rules and the table of fines determined by the
PDPC by taking into account the severity and other circumstances to determine the
appropriate administrative fine. The expert committee may also issue any order as
aforementioned.
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Member firms are independently constituted and regulated in accordance with relevant local legal requirements. Services provided by a
member firm are governed by the terms of engagement between the member firm and the client.

This update is solely intended to provide general information and does not provide any advice or create any relationship, whether legally
binding or otherwise. Rajah & Tann Asia and its member firms do not accept, and fully disclaim, responsibility for any loss or damage which

may result from accessing or relying on this update.
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R&T Asia (Thailand) Limited is a full service Thai law firm which has the expertise and resources, both international and local, to assist and support
you on a wide range of legal services, including representation in the Thai courts, in international and domestic arbitration, contentious and non-
contentious banking matters, foreign direct investment, general corporate and commercial matters for foreign and local investors (i.e. establishment
of companies, branch offices and representative offices and handling applications for miscellaneous licenses, permits and approvals).

R&T Asia (Thailand) Limited is part of Rajah & Tann Asia, a network of local law firms in Cambodia, China, Indonesia, Lao PDR, Malaysia, Myanmar,
the Philippines, Singapore, Thailand and Vietnam. Our Asian network also includes regional desks focused on Brunei, Japan and South Asia.

The contents of this Update are owned by R&T Asia (Thailand) Limited and subject to copyright protection under the laws of Thailand and, through
international treaties, other countries. No part of this Update may be reproduced, licensed, sold, published, transmitted, modified, adapted, publicly
displayed, broadcast (including storage in any medium by electronic means whether or not transiently for any purpose save as permitted herein)
without the prior written permission of R&T Asia (Thailand) Limited.

Please note also that whilst the information in this Update is correct to the best of our knowledge and belief at the time of writing, it is only intended
to provide a general guide to the subject matter and should not be treated as a substitute for specific professional advice for any particular course
of action as such information may not suit your specific business and operational requirements. It is to your advantage to seek legal advice for your
specific situation. In this regard, you may call the lawyer you normally deal with in R&T Asia (Thailand) Limited.
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