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New Cybersecurity Subordinate Laws

Introduction

On 18 January 2024, the National Cyber Security Committee of Thailand ("NCSC") pubished two
important subordinate laws on cybersecurity under the Cybersecurity Act 2019 ("Notifications™). The
Notifications, which will take effect on 18 January 2025, are as follows:

(@)  The Notification on Standards for Determination of the Security Category for Data or Information
Systems ("Notification on Security Category"); and

(b)  The Notification on Minimum Standards for Data or Information Systems ("Notification on
Minimum Standards").

The Notifications require critical information infrastructure operators ("CIIOs") to classify their data and
information systems, as well as implement cybersecurity protection measures. ClIOs are organisations
(public or private) which assume missions or provide services in relation to a critical information
infrastructure, i.e. a computer system which is used in connection with the maintenance of national
security, public safety, national economic security or infrastructure of public interests.

According to the NCSC's Notification on Criteria and Types of Organizations with Tasks or Services as
Critical Information Infrastructure Organizations and Assigning Control and Regulation B.E. 2564 (2021)
("Notification on CIIOs"), an organisation to be considered a CIIO must (i) be included in the list
attached to the Notification on CIIOs, and (ii) meet the criteria specified thereunder.

Further, the supervising regulator of each relevant sector shall have the power to determine whether
the organisations under their supervision could be deemed CIIOS. The obligations imposed on the
ClIOs are summarised below.

Classification of Data/Information Systems

The Notification on Security Category requires CllOs to self-assess their data/information systems and
classify them based on their confidentiality, integrity, and availability, into respective risk levels (i.e. low,
medium, and high).

In carrying out the assessment, ClIOs shall also take into account the potential impact of their
data/information systems on:

(@) the financial or property value, or reputation of the CIIOs;

(b)  the number of users, employees or the general public which may incur damage with respect to
their life, property, etc.;

(c) the ability of the ClIOs to perform their duties; and

(d)  national security and public order.
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Implementation of Cybersecurity Measures

The Naotification on Minimum Standards requires CIIOs to implement the prescribed minimum
cybersecurity measures once the data/information systems have been classified with a risk level as
explained above.

The minimum cybersecurity measures required to be implemented are set out in the table below.

Minimum Cybersecurity Risk Level
Measures Low Medium

Cybersecurity Audit Plan X
Cybersecurity Risk Assessment X X
Incident Response Plan X X
1. Risk Identification
Asset Management X X X
Risk Assessment and Risk X X X
Management Strategy
Vulnerability Assessment and X
Penetration Testing
Third-party Service Provider X
Management

2. Risk Protection
Access Control X
System Hardening X
Remote Connection
Removeable Storage Media
Cybersecurity Awareness X
Information Sharing
3. Risk Detection
Cyber Threat Detection and X X
Monitoring

4. Risk Response
Cybersecurity Incident X X X
Response Plan
Crisis Communication Plan X X X
Cybersecurity Exercise X X X
5. Recovery
Cybersecurity Resilience and X
Recovery

XXX

XXX X[ X

XXX XXX

>

If you have any queries on the above, please feel free to contact our team members below who will be
happy to assist.
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Melisa Uremovic Supawat Srirungruang

Deputy Managing Partner Partner

D (66) 2656 1991
F (66) 2656 0833
melisa.u@rajahtann.com

D (66) 2656 1991
F (66) 2656 0833
supawat.s@rajahtann.com

Contribution Note

This Client Update is contributed by the Contact Partners listed above with the assistance of Napat Chaidejsuriya
(Senior Associate) of R&T Asia (Thailand) Limited.
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Regional Contacts

RAJAH & TANN SOK &HENG | Cambodia
Rajah & Tann Sok & Heng Law Office

T +85523963112/113
F +855 23963 116
kh.rajahtannasia.com

RAJAH & TANN 378 EiE

SHANGHAI REPRESENTATIVE OFFICE | China
Rajah & Tann Singapore LLP

Shanghai Representative Office

T +86 21 6120 8818

F +86 21 6120 8820

cn.rajahtannasia.com

ASSEGAF HAMZAH & PARTNERS | Indonesia
Assegaf Hamzah & Partners

Jakarta Office
T +62 21 2555 7800
F +62 21 2555 7899

Surabaya Office

T +62 31 5116 4550
F +62 31 5116 4560
www.ahp.co.id

RAJAH & TANN | Lao PDR
Rajah & Tann (Laos) Co., Ltd.

T +856 21 454 239

F +856 21 285 261
la.rajahtannasia.com

CHRISTOPHER &LEE ONG | Malaysia
Christopher & Lee Ong

T +60 3 2273 1919

F +60 32273 8310

www.christopherleeong.com

Rajah & Tann Asia is a network of legal practices based in Asia.
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RAJAH & TANN | Mvyanmar

Rajah & Tann Myanmar Company Limited
T +951 9345 343/ +95 1 9345 346

F +95 1 9345 348

mm.rajahtannasia.com

GATMAYTAN YAP PATACSIL

GUTIERREZ & PROTACIO (C&G LAW) | Philippines
Gatmaytan Yap Patacsil Gutierrez & Protacio (C&G Law)
T +632 8894 0377 to 79/ +632 8894 4931 to 32

F +632 8552 1977 to 78

www.cagatlaw.com

RAJAH & TANN | Singapore
Rajah & Tann Singapore LLP

T +65 6535 3600
sg.rajahtannasia.com

RAJAH & TANN | Thailand
R&T Asia (Thailand) Limited

T +66 2 656 1991

F +66 2 656 0833
th.rajahtannasia.com

RAJAH & TANN LCT LAWYERS | VViernam
Rajah & Tann LCT Lawyers

Ho Chi Minh City Office
T +84 28 3821 2382 / +84 28 3821 2673
F +84 28 3520 8206

Hanoi Office

T +84 24 3267 6127
F +84 24 3267 6128
www.rajahtannict.com

Member firms are independently constituted and regulated in accordance with relevant local legal requirements. Services provided by a
member firm are governed by the terms of engagement between the member firm and the client.

This update is solely intended to provide general information and does not provide any advice or create any relationship, whether legally
binding or otherwise. Rajah & Tann Asia and its member firms do not accept, and fully disclaim, responsibility for any loss or damage

which may result from accessing or relying on this update.
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Our Regional Presence
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Rajah & Tann Singapore LLP
Singapore

R&T Asia (Thailand) Limited is a full service Thai law firm which has the expertise and resources, both international and local, to assist and support
you on a wide range of legal services, including representation in the Thai courts, in international and domestic arbitration, contentious and non-
contentious banking matters, foreign direct investment, general corporate and commercial matters for foreign and local investors (i.e. establishment
of companies, branch offices and representative offices and handling applications for miscellaneous licenses, permits and approvals).

R&T Asia (Thailand) Limited is part of Rajah & Tann Asia, a network of local law firms in Cambodia, China, Indonesia, Lao PDR, Malaysia, Myanmar,
the Philippines, Singapore, Thailand and Vietnam. Our Asian network also includes regional desks focused on Brunei, Japan and South Asia.

The contents of this Update are owned by R&T Asia (Thailand) Limited and subject to copyright protection under the laws of Thailand and, through
international treaties, other countries. No part of this Update may be reproduced, licensed, sold, published, transmitted, modified, adapted, publicly
displayed, broadcast (including storage in any medium by electronic means whether or not transiently for any purpose save as permitted herein)
without the prior written permission of R&T Asia (Thailand) Limited.

Please note also that whilst the information in this Update is correct to the best of our knowledge and belief at the time of writing, it is only intended
to provide a general guide to the subject matter and should not be treated as a substitute for specific professional advice for any particular course
of action as such information may not suit your specific business and operational requirements. It is to your advantage to seek legal advice for your
specific situation. In this regard, you may call the lawyer you normally deal with in R&T Asia (Thailand) Limited.
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