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Extension of Part IV of AMLA to IEOs,
Digital Custodians and Digital Asset
Advisors, and Explicit Broadening to
Equity Crowdfunding, Crowdfunding, P2P
and other Recognised Market Operator
Platforms

On 24 December 2021, the Anti-Money Laundering, Anti-Terrorism Financing and Proceeds of Unlawful
Activities (Invocation of Part IV) Order 2021 ("2021 Invocation Order") and the Anti-Money Laundering,
Anti-Terrorism Financing And Proceeds Of Unlawful Activities (Amendment Of First And Second
Schedules) Order 2021 ("2021 Amendment Order") extended the application of Part IV of the Anti-
Money Laundering, Anti-Terrorism Financing and Proceeds of Unlawful Activities Act 2001 ("AMLA") to
digital asset custodians, intermediaries, and those involved in the provision of advisory services relating
to the offer or sale of digital currencies or digital tokens. Part IV of AMLA deals with reporting obligations
of reporting institutions, including the duties for record-keeping, customer due diligence, having and
maintaining a compliance programme, and other requirements relating to disclosure, tip-off, and
investigation or protection of reporting persons and institutions.

The Amendments

The 2021 Amendment Order amends the definition of a "reporting institution" under Schedule 1 of
AMLA, effectively extending AMLA to recognised market operators ("RMOs"). This affects equity
crowdfunding, peer-to-peer ("P2P"), property crowdfunding, as well as e-services platforms. The
amendments also capture operators dealing with digital tokens, such as initial exchange offering
operators ("IEO Operators").
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Although prior guidelines issued by the Securities Commission ("SC") already made most provisions of
AMLA (including Part IV) binding, this 2021 Amendment Order explicitly makes clear that RMOs, IEO
Operators, and digital asset custodians are now also bound by Part IV of AMLA.

Specifically, the 2021 Amendment Order;

(a) substitutes paragraph 25 of AMLA's Schedule 1 on reporting institutions (which formerly
described persons who carried out activities involving the exchange of digital currency for money
and vice-versa, or exchanged digital currencies as reporting institutions) — to cover all RMOs
under the Capital Markets and Services Act 2007; and

(b) adds an additional paragraph 26 to AMLA's Schedule 1 to capture digital asset custodians, and
providers of intermediation and advisory services relating to the offer or sale of digital currencies
or digital tokens.

The new paragraph 26 also extends the application of the old paragraph 25, which formerly only
dealt with digital currencies defined under the Capital Market and Services (Prescription of
Securities) (Digital Currency and Digital Token) Order 2019 , to now include digital tokens.

Impact on Operators

Given that the SC's Guidelines on Recognized Markets and Guidelines on Digital Assets (which apply
to all RMOs, IEO Operators, and digital asset custodians) required compliance with AMLA, and that
most operators would have had to demonstrate an ability to comply with anti-money laundering
standards during their licence application process to the SC, operationally, the 2021 Amendment Order
should not pose additional burdens on existing operators. For example, RMOs were previously already
required to comply with the SC's Guidelines on Prevention Of Money Laundering And Terrorism
Financing For Reporting Institutions In The Capital Market, and in the case of digital asset exchanges
purely dealing in digital currencies, the Anti-Money Laundering and Counter Financing of Terrorism
(AML/CFT) — Digital Currencies (Sector 6) guidelines ("Sector 6 Guidelines") issued by Bank Negara
Malaysia ("BNM"), the central bank. Both of these guidelines imposed many of the obligations already
set out under Part IV of AMLA. However and notably, the Sector 6 Guidelines which were based on the
original paragraph 25 of AMLA's Schedule 1 would have left IEO Operators (which deal with digital
tokens, not digital currencies) conspicuously out of scope. Notwithstanding that the SC has always
ensured that operators are nevertheless bound to comply with AMLA via its guidelines, the amendments
update the law and introduce direct applicability and clarity.

Consequences of Non-compliance

Whilst specific sections of Part IV of AMLA carry their own respective penalties (which generally range
up to RM3,000,000 (where USD$1.00 = RM4.15, approximately) in fines and carry jail sentences of up
to five years), any officer of a reporting institution who fails to take all reasonable steps to ensure the
reporting institution's compliance with obligations under Part IV commits an offence and shall on
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conviction be liable to a fine of up to RM1,000,000, to imprisonment of up to three years, or both. There
is therefore severe personal liability for officers of defaulting companies, which include directors and
senior management. The same penalty applies for a reporting institution's failure to comply with a
directive of a competent authority that has applied for an order under section 22(2) of AMLA.

An enforcement action under AMLA also potentially carries serious reputational repercussions. Recent
regulations and guidelines issued by Bursa Malaysia Berhad (Malaysia's stock exchange), the SC and
BNM trend towards moving operators to a system where environmental, social and governance ("ESG")
reporting is becoming the norm. A clean sheet on anti-money laundering compliance has become a
'must’ for serious players in capital markets, and those seeking debt finance funding?.

Resources

Related articles and guides by CLO and the Rajah & Tann Asia network on sustainable financing, ESG,
and anti-money laundering can be found at the links below.

e A Quick Guide on Anti-Corruption

e  Whistleblower Protection Act 2010: Sustainable a Decade on?

. First Corporate Liability Charge under the Malaysian Anti-Corruption Commission Act 2009 — What
Directors Need to Know

e  Corporate Liability is not Shelved — Adequate Procedures More Crucial Than Ever in the Face of
COVID-19 Corruption and Fraud Risks

e The Enforcement of Accounting Fraud under the Capital Markets and Services Act 2007

e A Guide to Sustainable Financing in Southeast Asia

. Compliance with Environmental Laws: Road Towards Achieving a Healthy and Sustainable Triple
Bottom Line

Please do not hesitate to contact any member of our team should you have questions on, or require
assistance with, anti-money laundering, anti-bribery, prevention of white collar crime, compliance
programmes, ESG-led initiatives, or regulatory investigations.

1 See statement by Bursa Malaysia Berhad Chairman, Tan Sri Abdul Wahid Omar on 17 February 2022 in The
Edge: Bursa chairman: Companies that ignore ESG will be deprived of equity, debit financing
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Kuok Yew Chen
Partner

T +603 2267 2699
M +601 7211 1320

yew.chen.kuok
@christopherleeong.com

Tan Yi Li
Partner

T +603 2267 2691
M +601 11239 1023

yi.li.tan
@christopherleeong.com

Tracy Wong
Partner

T +603 2267 2653
M +601 1121 20362

tracy.wong
@christopherleeong.com

John Mathew
Partner

T +603 2273 1919
M +601 2377 7792

john.mathew
@christopherleeong.com

Shanti Geoffrey
Partner

T +603 2273 1919
M +601 7963 1117

shanti.geoffrey
@christopherleeong.com

Chor Jack
Partner

T +603 2267 2729
M +601 2216 0199

jack.chor
@christopherleeong.com

Contribution Notes

This Sustainability Update is contributed by the Contact Partners listed above with the assistance of Emily Cheah

(Associate), Christopher & Lee Ong.
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Our Regional Contacts

RAJAH & TANN | Singapore
Rajah & Tann Singapore LLP

T +65 6535 3600
sg.rajahtannasia.com

R&T SOK &HENG | Cambodia
R&T Sok & Heng Law Office

T +85523963112/113

F +855 23963 116
kh.rajahtannasia.com

RAJAH & TANN 175 ki

SHANGHAI REPRESENTATIVE OFFICE | China
Rajah & Tann Singapore LLP

Shanghai Representative Office

T +86 21 6120 8818

F +86 21 6120 8820

cn.rajahtannasia.com

ASSEGAF HAMZAH &PARTNERS | [ndonesia
Assegaf Hamzah & Partners

Jakarta Office
T +62 21 2555 7800
F +62 21 2555 7899

Surabaya Office

T +62 31 5116 4550
F +62 315116 4560
www.ahp.co.id

RAJAH & TANN | Lao PDR
Rajah & Tann (Laos) Co., Ltd.

T +856 21 454 239

F +856 21 285 261
la.rajahtannasia.com

Rajah & Tann Asia is a network of legal practices based in Asia.
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Christopher & Lee Ong

T +60 32273 1919

F +60 3 2273 8310

www.christopherleeong.com

RAJAH & TANN | Mvanmar

Rajah & Tann Myanmar Company Limited
T +951 9345 343/ +95 1 9345 346

F +951 9345 348

mm.rajahtannasia.com

GATMAYTAN YAP PATACSIL

GUTIERREZ & PROTACIO (C&G LAW) | Philippines
Gatmaytan Yap Patacsil Gutierrez & Protacio (C&G Law)
T +632 8894 0377 to 79 / +632 8894 4931 to 32

F +632 8552 1977 to 78

www.cagatlaw.com

RAJAH & TANN | Thailand
R&T Asia (Thailand) Limited

T +66 2 656 1991

F +66 2 656 0833
th.rajahtannasia.com

RAJAH & TANN LCT LAWYERS | [iemnam
Rajah & Tann LCT Lawyers

Ho Chi Minh City Office
T +84 28 3821 2382 / +84 28 3821 2673
F +84 28 3520 8206

Hanoi Office

T +84 24 3267 6127
F +84 24 3267 6128
www.rajahtannict.com

Member firms are independently constituted and regulated in accordance with relevant local legal requirements. Services provided by a
member firm are governed by the terms of engagement between the member firm and the client.

This update is solely intended to provide general information and does not provide any advice or create any relationship, whether legally
binding or otherwise. Rajah & Tann Asia and its member firms do not accept, and fully disclaim, responsibility for any loss or damage which

may result from accessing or relying on this update.
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Christopher & Lee Ong is a full service Malaysian law firm with offices in Kuala Lumpur. It is strategically positioned to service clients in a range of
contentious and non-contentious practice areas. The partners of Christopher & Lee Ong, who are Malaysian-qualified, have accumulated
considerable experience over the years in the Malaysian market. They have a profound understanding of the local business culture and the legal
system and are able to provide clients with an insightful and dynamic brand of legal advice.

Christopher & Lee Ong is part of Rajah & Tann Asia, a network of local law firms in Cambodia, China, Indonesia, Lao PDR, Malaysia, Myanmar, the
Philippines, Singapore, Thailand and Vietnam. Our Asian network also includes regional desks focused on Brunei, Japan and South Asia.

The contents of this Update are owned by Christopher & Lee Ong and subject to copyright protection under the laws of Malaysia and, through
international treaties, other countries. No part of this Update may be reproduced, licensed, sold, published, transmitted, modified, adapted, publicly
displayed, broadcast (including storage in any medium by electronic means whether or not transiently for any purpose save as permitted herein)
without the prior written permission of Christopher & Lee Ong.

Please note also that whilst the information in this Update is correct to the best of our knowledge and belief at the time of writing, it is only intended
to provide a general guide to the subject matter and should not be treated as a substitute for specific professional advice for any particular course
of action as such information may not suit your specific business or operational requirements. It is to your advantage to seek legal advice for your
specific situation. In this regard, you may call the lawyer you normally deal with in Christopher & Lee Ong.
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