
The Practitioner’s Guide 
to Global Investigations
Volume II: Global Investigations 
around the World
Third Edition

Editors
Judith Seddon, Eleanor Davison, Christopher J Morvillo,  
Michael Bowes QC, Luke Tolaini, Ama A Adams, Tara McGrath

Th
e Practitioner’s G

uide to G
lobal Investigations

Volum
e II: G

lobal Investigations around the W
orld

GIR
Global Investigations Review

Third Edition

2019

2019
© Law Business Research



The Practitioner’s Guide 
to Global Investigations

Third Edition

Editors:

Judith Seddon

Eleanor Davison

Christopher J Morvillo

Michael Bowes QC

Luke Tolaini

Ama A Adams

Tara McGrath

© Law Business Research



Published in the United Kingdom
by Law Business Research Ltd, London
87 Lancaster Road, London, W11 1QQ, UK
© 2018 Law Business Research Ltd
www.globalinvestigationsreview.com

No photocopying: copyright licences do not apply.

The information provided in this publication is general and may not apply in a 
specific situation, nor does it necessarily represent the views of authors’ firms or their 
clients. Legal advice should always be sought before taking any legal action based 
on the information provided. The publishers accept no responsibility for any acts 
or omissions contained herein. Although the information provided is accurate as of 
November 2018, be advised that this is a developing area.

Enquiries concerning reproduction should be sent to: gemma.chalk@lbresearch.com. 
Enquiries concerning editorial content should be directed to the Publisher:  
david.samuels@lbresearch.com

ISBN 978-1-78915-111-4
Printed in Great Britain by
Encompass Print Solutions, Derbyshire
Tel: 0844 2480 112

© Law Business Research



i

ALLEN & OVERY LLP

ANAGNOSTOPOULOS

ARCHER & ANGEL

BAKER McKENZIE LLP

BANQUE LOMBARD ODIER & CO LTD

BARCLAYS BANK PLC

BCL SOLICITORS LLP

BDO USA, LLP

BORDEN LADNER GERVAIS LLP

BROWN RUDNICK LLP

BRUNSWICK GROUP LLP

CADWALADER, WICKERSHAM & TAFT LLP

CLIFFORD CHANCE

CLOTH FAIR CHAMBERS

CMS CAMERON McKENNA NABARRO OLSWANG

CORKER BINNING

DEBEVOISE & PLIMPTON LLP

DECHERT LLP

FOUNTAIN COURT CHAMBERS

FOX WILLIAMS LLP

FRESHFIELDS BRUCKHAUS DERINGER

Acknowledgements

© Law Business Research



ii

GIBSON, DUNN & CRUTCHER LLP

GOODWIN

GÜN + PARTNERS

HERBERT SMITH FREEHILLS LLP

HL CONSULTORIA EM NEGÓCIOS

HOGAN LOVELLS

KINGSLEY NAPLEY LLP

KNOETZL

LATHAM & WATKINS

MATHESON

NAVACELLE

NOKIA CORPORATION

OUTER TEMPLE CHAMBERS

PINSENT MASONS LLP

QUINN EMANUEL URQUHART & SULLIVAN, LLP

RAJAH & TANN SINGAPORE LLP

RICHARDS KIBBE & ORBE LLP

ROPES & GRAY INTERNATIONAL LLP

RUSSELL McVEAGH

SCHELLENBERG WITTMER LTD

SIMMONS & SIMMONS LLP

SKADDEN, ARPS, SLATE, MEAGHER & FLOM (UK) LLP

SOFUNDE OSAKWE OGUNDIPE & BELGORE

SULLIVAN & CROMWELL LLP

VON WOBESER Y SIERRA, SC

WALDEN MACHT & HARAN LLP

WILLKIE FARR & GALLAGHER (UK) LLP

WILMER CUTLER PICKERING HALE AND DORR LLP

© Law Business Research



iii

Contents

VOLUME II 
GLOBAL INVESTIGATIONS AROUND THE WORLD

1 Introduction to Volume II ................................................................................1
Judith Seddon, Eleanor Davison, Christopher J Morvillo, Michael Bowes QC,  
Luke Tolaini, Ama A Adams and Tara McGrath

2 Australia ............................................................................................................3
Ben Luscombe, Jenni Hill, Angela Pearsall, Kirsten Scott and Lara Gotti

3 Austria ............................................................................................................20
Bettina Knoetzl

4 Brazil ...............................................................................................................40
Isabel Costa Carvalho, Mariana Vasques Matos and Cíntia Rosa

5 Canada ............................................................................................................57
Graeme Hamilton and Milos Barutciski

6 China ..............................................................................................................73
Kyle Wombolt and Anita Phillips

7 France .............................................................................................................91
Stéphane de Navacelle, Sandrine dos Santos and Julie Zorrilla

8 Germany .......................................................................................................109
Sebastian Lach, Nadine Lubojanski and Martha Zuppa

9 Greece ...........................................................................................................125
Ilias G Anagnostopoulos, Jerina Zapanti and Alexandros Tsagkalidis

© Law Business Research



Contents

iv

10 Hong Kong ...................................................................................................143
Wendy Wysong, Donna Wacker, Anita Lam, William Wong, Michael Wang and  
Nicholas Turner

11 India .............................................................................................................161
Srijoy Das and Disha Mohanty

12 Ireland ...........................................................................................................180
Claire McLoughlin, Karen Reynolds and Ciara Dunny

13 Mexico ..........................................................................................................205
Diego Sierra

14 New Zealand .................................................................................................224
Polly Pope, Kylie Dunn and Emmeline Rushbrook

15 Nigeria ..........................................................................................................243
Babajide Ogundipe, Benita David-Akoro and Olatunde Ogundipe

16 Romania .......................................................................................................259
Gabriel Sidere

17 Russia ............................................................................................................281
Alexei Dudko

18 Singapore ......................................................................................................300
Danny Ong and Sheila Ng

19 Switzerland ...................................................................................................317
Benjamin Borsodi and Louis Burrus

20 Turkey ...........................................................................................................334
Filiz Toprak Esin and Asena Aytuğ Keser

21 United Kingdom ...........................................................................................350
Tom Stocker, Neil McInnes, Stacy Keen, Olga Tocewicz and Alistair Wood

22 United States .................................................................................................381
Michael P Kelly

About the Authors ...................................................................................................399
Contributing Firms’ Contact Details .......................................................................451

© Law Business Research



1

1
Introduction to Volume II

Judith Seddon, Eleanor Davison, Christopher J Morvillo,  
Michael Bowes QC, Luke Tolaini, Ama A Adams and Tara McGrath1

Boards and senior executives have never been more concerned that they or their organisation 
may come under the scrutiny of enforcement authorities. And with good reason. Recent years 
have seen an upsurge in confidence among enforcement authorities across the globe, which 
has manifested and led to increased numbers of investigations, fines of unprecedented orders 
of magnitude and senior executives facing the much more realistic prospect of investigations 
concerning their own conduct and, in some cases, prosecution, conviction and imprisonment.

In many jurisdictions, the introduction of new offences and changes to the law of cor-
porate criminal liability have provided enforcement authorities with enhanced opportunities 
to pursue criminal investigations and ultimately to prosecute corporate entities. Coupled to 
this has been the incentivisation of corporates to co-operate with investigations and provide 
information to assist authorities in pursuing culpable individuals through negotiated settle-
ments. In some jurisdictions, notably the United States, these are an established feature of the 
enforcement landscape and are regularly used to bring investigations to a pragmatic conclu-
sion without the commercially destructive consequences prosecution of a corporate entity 
can bring. In others, such as the United Kingdom and France, legislation enabling corporates 
to conclude investigations short of prosecution is still comparatively young. 

The law relating to criminal and regulatory investigations shows no sign of standing still. 
Law and practice across the globe has changed, often in response to highly publicised scan-
dals. Relationships between enforcement authorities continue to grow closer, and there is 
a marked trend in politicians, prosecutors and regulators carefully watching the way other 
jurisdictions choose to combat corporate crime, to apply the most effective mechanisms in 

1 Judith Seddon and Ama A Adams are partners at Ropes & Gray International LLP; Christopher J Morvillo 
and Luke Tolaini are partners and Tara McGrath is a senior associate at Clifford Chance; Eleanor Davison is a 
barrister at Fountain Court Chambers; and Michael Bowes QC is a barrister at Outer Temple Chambers.
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their own national contexts. Recent examples of changes to legislation in terms of either 
extending corporate criminal liability or legislating for its resolution through deferred pros-
ecution agreements (or both) include significant changes being made in Singapore, Japan, 
Canada, Australia and Ireland at the time of writing. A similar trend may be observed in the 
regulatory sphere through the implementation of individual accountability regimes modelled 
on or drawing from the UK Senior Managers and Certification Regime in, for example, 
Hong Kong, Australia and Singapore. 

All these macro factors, together with important changes to technical local legislation 
such as the implementation of the EU General Data Protection Regulation, present numer-
ous, significant challenges to corporates and individuals around the world. Both can quickly 
find themselves the targets of fast-moving and far-reaching investigations, whose possible 
outcomes may vary significantly in different jurisdictions.

In Volume II of this Guide, which in the third edition now covers 21 jurisdictions, local 
experts from national jurisdictions respond to a common set of questions designed to identify 
the local – continually evolving – nuances of law and process that practitioners are likely to 
encounter in responding to the increasing number of cross-border investigations they face.
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Singapore

Danny Ong and Sheila Ng1

General context and principles

1 Identify the highest-profile corporate investigation under way in your country, 
describing and commenting on its most noteworthy aspects as it relates to 
your country.

The highest-profile corporate investigation currently under way in Singapore relates to a cyber-
attack on Singapore Health Services Private Limited (SingHealth) between 27 June 2018 and 
4  July  2018, which resulted in the largest data theft to date in Singapore. SingHealth is 
Singapore’s largest group of public healthcare institutions, and comprises four public hospi-
tals, five national speciality centres and eight polyclinics. 

The data theft compromised the personal particulars of about 1.5 million patients and 
outpatient prescription information relating to about 160,000 people, including Singapore’s 
Prime Minister Lee Hsien Loong (PM Lee) and other ministers. 

The authorities have said that, during the investigations led by the Cyber Security Agency 
of Singapore (CSA), the attacks specifically and repeatedly targeted PM Lee’s data and 
appeared to be a deliberate, targeted and well-planned cyberattack. The CSA is the national 
agency overseeing cybersecurity strategy, operation, education, outreach and ecosystem. It 
is part of the Prime Minister’s Office and is managed by the Ministry of Communications 
and Information.

A Committee of Inquiry, chaired by former chief district judge Richard Magnus, has been 
convened by the Minister-In-Charge of Cybersecurity pursuant to section 9 of the Inquiries 
Act (Cap. 139A) to look into the events and contributing factors leading to the cyberattack. 

1 Danny Ong and Sheila Ng are partners at Rajah & Tann Singapore LLP.

© Law Business Research



Singapore

301

2 Outline the legal framework for corporate liability in your country. 

Corporate entities can be held criminally liable. The Interpretation Act (Cap. 1) expressly 
states that a ‘person’ includes ‘any company or association or body of persons, corporate or 
unincorporate’ unless the relevant legislation expressly provides otherwise or there is some-
thing in the subject or context inconsistent with such construction. As such, a corporate 
entity can be charged with an offence, whether or not the legislation refers specifically to 
corporate entities. 

This is also borne out in Singapore’s main criminal legislation, the Penal Code (Cap. 224), 
which provides expressly that ‘persons’ liable to punishment under the Penal Code include 
‘any company or association or body of persons, corporate or unincorporate’. 

There are also various pieces of legislation that contain offences specifically directed 
at corporate entities. For example, criminal liability can arise on the part of a corporate 
entity for market misconduct under Part X of the Securities and Futures Act (Cap. 289) 
(SFA) if the offence is committed by an employee or an officer of a corporate entity with 
the consent or connivance of the corporate entity and for the benefit of that corporate entity 
(section 236B), whereas a corporate entity may be liable to an order for a civil penalty if the 
corporate entity fails to prevent or detect a contravention, if that contravention is committed 
for the benefit of the corporate entity and is attributable to the negligence of the corporate 
entity (section 236C).

3 In your country, what law enforcement authorities regulate corporations? How 
is jurisdiction between the authorities allocated? Do the authorities have policies 
relating to the prosecution of corporations?

The Accounting and Corporate Regulatory Authority (ACRA) is the national regulator of 
business entities, public accountants and corporate service providers. ACRA’s Compliance 
Division, comprising the Enforcement Department and the Prosecution Department, under-
takes investigations and prosecutions of breaches of various laws under ACRA’s purview, 
including the Companies Act (Cap. 50). 

The Monetary Authority of Singapore (MAS) is the central bank. It administers and 
enforces the SFA. Apart from the prosecution of criminal offences under the SFA, the MAS 
is also responsible for the enforcement of civil penalties for market misconduct and for super-
vising financial institutions. 

The Singapore Exchange Regulation Pte Ltd is an independent regulatory subsidiary 
of the Singapore Exchange (SGX), which oversees the regulation of companies listed on 
the SGX. 

The Competition and Consumer Commission of Singapore (CCCS) is the national 
agency that administers and enforces the Competition Act (Cap. 50B). The Competition Act 
empowers the CCCS to investigate and adjudicate anticompetitive activities, issue directions 
to stop or prevent anticompetitive activities and impose financial penalties. The CCCS is also 
the administering agency of the Consumer Protection (Fair Trading) Act (Cap. 52A), which 
protects consumers against unfair trade practices in Singapore. 

The Commercial Affairs Department (CAD), which is a specialist department of the 
Singapore Police Force (SPF), is the principal white-collar crime investigation agency. 
It investigates a wide range of commercial and financial crimes, including offences under 
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the SFA. In 2015, the MAS and the CAD announced a collaboration to undertake joint 
investigations into market misconduct offences such as insider trading and market manipula-
tion. In March 2018, this arrangement was extended to cover all offences under the SFA and 
the Financial Advisers Act, to allow for greater efficiency and more effective enforcement of 
capital markets and financial advisory offences. 

The Corrupt Practices Investigation Bureau (CPIB) is the only agency authorised to 
investigate corruption offences under the Prevention of Corruption Act (Cap. 241) (PCA) 
and other related offences. The CPIB is a government agency under the Prime Minister’s 
Office and is independent of the SPF.

4 What grounds must the authorities in your country have to initiate an 
investigation? Is a certain threshold of suspicion necessary to trigger an 
investigation?

A police officer will ordinarily initiate investigations when information about an arrestable 
criminal offence is received. There is no specific threshold of suspicion necessary to trigger a 
police investigation. 

Insofar as regulators such as the MAS and the SGX are concerned, the relevant legislation 
provides them with investigative powers. 

There is no specific threshold of suspicion necessary for the MAS to initiate an investiga-
tion into an alleged or suspected contravention of the SFA so long as it considers an investiga-
tion ‘necessary or expedient’ (section 152 of the SFA). 

Under the SGX (Mainboard) Listing Rules, the SGX may conduct an investigation if the 
SGX has reason to believe that there is a possibility that any of its rules have been contra-
vened, a written complaint is received, or the SGX is of the opinion that the circumstances 
warrant it.

5 Does double jeopardy, or a similar concept, apply to prevent a corporation from 
facing criminal exposure in your country after it resolves charges on the same core 
set of facts in another country?

Singapore laws protect against double jeopardy, that is to say a person who has been convicted 
or acquitted of an offence cannot be tried again for the same offence. However, the issue as to 
whether international double jeopardy applies in Singapore remains resolved.

Insofar as offences under the PCA are concerned, section 37(2) of the PCA addresses this 
situation by stating that, once proceedings in respect of an act committed outside Singapore 
have been commenced in Singapore, this shall be a bar to further proceedings against a 
person for his or her extradition for the same offence outside Singapore.

6 Does criminal law have general extraterritorial effect in your country? To the 
extent that extraterritorial effect is limited to specific offences, describe those 
which have extraterritorial effect, the statutory basis and any conditions that must 
be met for extraterritoriality to apply. 

Generally, Singapore’s criminal law does not have extraterritorial effect. However, there 
are certain offences that do have extraterritorial effect, such as corruption offences under 
the PCA. 
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The provisions of the PCA set forth extraterritorial powers to deal with corrupt acts 
committed by a Singapore citizen outside Singapore as though the acts were committed in 
Singapore (section 37 of the PCA). 

Further, section 29 of the PCA, when read with sections 108A and 108B of the Penal 
Code (which deals with the abetment of corruption offences), can attach criminal liability to 
a person who, from Singapore, abets the commission outside Singapore of any act, in relation 
to the affairs or business or on behalf of a principal residing in Singapore, which if committed 
in Singapore, would be an offence under the PCA.

7 Describe the principal challenges in your country that arise in cross-border 
investigations, and explain whether and how such challenges are dependent on 
other countries involved.

Investigations that require the assistance of foreign authorities may be hampered by the 
level of international co-operation. Singapore is a party to various international conven-
tions and treaties that facilitate the provision and obtaining of international assistance in 
criminal matters, including the Treaty on Mutual Legal Assistance in Criminal Matters. 
Some of these have been incorporated into Singapore’s laws, such as the Mutual Assistance in 
Criminal Matters Act (Cap. 190A) (MACMA), the Corruption Drug Trafficking and Other 
Serious Crimes Act (Confiscation of Benefits) Act (Cap. 65A) (CDSA) and the Terrorism 
(Suppression of Financing) Act (Cap. 325) (TSOFA). 

International co-operation between the MAS and other central banks is also provided for 
under the Monetary Authority of Singapore Act (Cap. 186) (the MAS Act).

8 What bearing do the decisions of foreign authorities have on an investigation of 
the same matter in your country?

Decisions made by foreign authorities would generally be of interest to local investigators in 
respect of the same matter in Singapore. It may also have a bearing on the pace of investiga-
tions in Singapore.

9 Do your country’s law enforcement authorities have regard to corporate culture in 
assessing a company’s liability for misconduct?

Singapore has been operating a regulatory disclosure-based regime since its departure from 
a merits-based approach in the late 1990s. As part of this regime, Singapore has sought to 
raise the bar in corporate governance and market transparency by introducing the Code 
of Corporate Governance for listed companies in 2001 (which has since come under the 
purview of the MAS and has undergone significant changes in its 2018 edition). There have 
also been significant revisions to the Companies Act (Cap. 50) over the years to move towards 
a risk-based corporate regulation, and improve transparency for better corporate governance.

10 What are the top priorities for your country’s law enforcement authorities?

Singapore has a zero tolerance as regards corruption and prides itself on its clean and incor-
rupt system. This continues to be a top priority for Singapore. 
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Cybercrime and money laundering are also key priorities towards ensuring that a resilient 
system with high integrity is maintained for Singapore’s financial institutions and the finan-
cial sector, not least because cybercrime is the fastest-growing type of transnational crime 
in Singapore.

11 How are internal investigations viewed by local enforcement bodies in 
your country?

Internal investigations are generally welcomed by law enforcement authorities. Additionally, 
financial institutions regulated by the MAS are generally expected to conduct internal inves-
tigations in cases involving certain types of misconduct by their licensed representatives.

Before an internal investigation

12 How do allegations of misconduct most often come to light in companies in 
your country? 

Allegations of misconduct are often brought to light by whistleblowers making complaints 
directly to companies or to law enforcement authorities. 

Apart from complaints of misconduct, which may be lodged with the law enforcement 
authorities, reports lodged pursuant to disclosure obligations under the CDSA in respect of 
property which are reasonably suspected of being connected to criminal activity are called 
‘suspicious transaction reports’. These reports are lodged with the Suspicious Transaction 
Reporting Office, which is Singapore’s Financial Intelligence Unit. While these suspicious 
transaction reports are property-based and for the purpose of combating money laundering, 
the SPF may also initiate investigations into misconduct associated with the property. 

Internal investigations into misconduct may also be initiated pursuant to internal or 
external audits conducted by the company.

13 Does your country have a data protection regime? 

Yes. Personal data in Singapore is protected under the Personal Data Protection Act 2012 
(No. 26 of 2012) (PDPA). The PDPA, which took effect in phases beginning in January 2013, 
governs the collection, use, disclosure, transfer and security of an individual’s personal data. 

Certain personal information is also protected under various statutes, such as the Banking 
Act (Cap. 19), the CDSA and the common law of confidentiality. 

14 How is the data protection regime enforced?

The PDPA ensures a baseline standard of protection for personal data, which requires organi-
sations to comply with the PDPA as well as the common law and other relevant laws that 
are applied to the industry they belong to, when handling personal data in their possession. 

If the Personal Data Protection Commission finds that an organisation is in breach of any 
of the data protection provisions in the PDPA, it may give the organisation such directions 
as it thinks appropriate to ensure compliance. 

There are also offences under the PDPA for which an organisation or a person may 
be liable.
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15 Are there any data protection issues that cause particular concern in internal 
investigations in your country?

The PDPA provides that an organisation may collect personal data about an individual with 
the consent of the individual or from a source other than the individual in circumstances 
where collection is necessary for any investigation or proceedings, if it is reasonable to expect 
that seeking the consent of the individual would compromise the availability or the accuracy 
of the personal data. 

The PDPA also provides that an organisation may use or disclose personal data about an 
individual without the consent of the individual where the use is necessary for any investiga-
tion or proceeding.

16 Are search warrants or dawn raids on companies a feature of law enforcement 
in your country? Describe any legal limitations on authorities executing search 
warrants or dawn raids, and what redress the company has if those limits are 
exceeded.

Yes, search warrants and raids on companies are features of law enforcement in Singapore.
The person granted a search warrant must conduct the search in accordance with the 

warrant and with the Criminal Procedure Code (Cap. 68) (CPC), including conducting the 
entry and search during a period of time specified in the warrant. 

A court issuing a search warrant may suspend or cancel the warrant if there are good 
reasons to do so. 

There are also instances when searches can be carried out by the SPF even without 
search warrants, for example if there is reasonable cause for suspicion that stolen property is 
concealed and a police officer of or above the rank of sergeant has good grounds for believing 
that by reason of delay in obtaining a search warrant, that property is likely to be removed 
(section 32 of the CPC).

If an illegal search is conducted, the aggrieved party may make a criminal complaint for 
trespass or criminal force, or commence a civil claim for damages in the tort of trespass.

17 How can privileged material be lawfully protected from seizure during a dawn raid 
or in response to a search warrant in your country?

There is no prescribed process to protect privileged material during a dawn raid or search. 
As a practical measure, the company or individual should assert privilege during the dawn 
raid or search itself regarding the relevant material seized by the authorities, and follow up 
thereafter with the authorities to claim privilege over the same.

18 Are there any privileges in your country that would prevent an individual 
or company from providing testimony? Under what circumstances may an 
individual’s testimony be compelled in your country? What consequences flow in 
your country from such compelled testimony?

There is a right against self-incrimination in Singapore under section  22(2) of the CPC 
whereby a person need not say anything that might expose him or her to a criminal charge, 
penalty or forfeiture. 
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However, the Singapore courts are permitted to draw an adverse inference against the 
accused under section 261(1) of the CPC from a failure to disclose to the police facts that he 
or she subsequently relies on in his or her defence at trial. Further, the police do not have to 
inform the accused of the right against self-incrimination.

Under section 283(2) of the CPC, the court may issue a summons to compel the appear-
ance of a witness where the person’s evidence is essential to making a just decision at the close 
of the case for the defence, or at the end of any proceeding under the CPC.

19 What legal protections are in place for whistleblowers in your country?

The PCA protects whistleblowers in that no complaints of an offence under the PCA can be 
admitted in evidence in any civil or criminal proceeding whatsoever, and no witness shall be 
obliged or permitted to disclose the name or address of any informer, or state any matter that 
might lead to the discovery of a person’s identity. 

A suspicious transaction report lodged pursuant to section 39(1) of the CDSA is also 
confidential and cannot be admitted in evidence in any civil or criminal proceeding what-
soever, and no witness shall be obliged or permitted to disclose the name or address of any 
informer, or answer any question if the answer thereto would lead or would tend to lead to 
the discovery of the name or address of the informer.

20 What rights do employees possess under local employment law that determine 
how they are treated within a company if their conduct is within the scope of an 
investigation? What employment rights would attach if they are deemed to have 
engaged in misconduct? Does it differ for officers and directors of the company?

For employees covered under the Employment Act (Cap. 91), which generally covers all 
employees with certain exceptions, such as managers or executives with a monthly basic 
salary of more than S$4,500:
• the employer can only dismiss the employee or take disciplinary action against the 

employee on the ground of misconduct inconsistent with the fulfilment of the express 
or implied terms of his or her service after due inquiry. There is no fixed procedure for 
an inquiry, but as a general guide, the person or persons hearing the inquiry should not 
be in a position that may suggest bias, and the employee who is being investigated for 
misconduct should have the opportunity to present his or her case; and

• the employer may suspend the employee from work during an inquiry, but any suspen-
sion cannot exceed one week and the employee should be paid at least half his or her 
salary during the suspension.

Employees are also protected against wrongful dismissal under common law. Directors and 
officers of a company are treated no differently from employees in terms of protection under 
common law.
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21 Are there disciplinary or other steps that a company must take in your country 
when an employee is implicated or suspected of misconduct, such as suspension 
or in relation to compensation? Can an employee be dismissed for refusing to 
participate in an internal investigation?

There are no particular disciplinary or other steps that a company must take, subject to the 
company’s own internal policies and procedures, and the terms of employment.

Subject to the applicability of the Employment Act to employees who are covered by 
the Employment Act, generally a company may terminate the employment of an employee 
in accordance with the terms of the employment contract. As such, subject to the terms of 
the employment contract, an employee may be dismissed for refusing to participate in an 
internal investigation.

Commencing an internal investigation

22 Is it common practice in your country to prepare a document setting out terms 
of reference or investigatory scope before commencing an internal investigation? 
What issues would it cover?

Yes, it is – particularly for larger-scale internal investigations. It would typically cover the 
objectives of the internal investigation, the scope of investigation, the identity and roles of the 
investigation team and any restriction or protocol on communications or information flow 
regarding the investigation.

23 If an issue comes to light prior to the authorities in your country becoming aware 
or engaged, what internal steps should a company take? Are there internal steps 
that a company is legally or ethically required to take?

If an issue comes to light, the company should first activate its in-house legal counsel or 
engage external counsel (or both) to obtain advice (including in respect of any interim 
measures that should be taken, and its disclosure obligations, if any) and commence an 
internal investigation.

The company may have an obligation to report to the authorities (for example, in respect 
of certain specified offences under the Penal Code pursuant to section 424 of the CPC, or 
its obligation to file a suspicious transaction report under the CDSA) or to make any public 
disclosures (if it is a listed company).

24 At what point must a company in your country publicly disclose the existence of 
an internal investigation or contact from law enforcement?

A listed company must make timely disclosure of any information it has concerning itself or 
any of its subsidiaries or associated companies that is either ‘necessary to avoid the establish-
ment of a false market in [its] securities’ or ‘that would be likely to materially affect the price 
or value of its securities’ under Rule 703 of the SGX (Mainboard) Listing Rules (Rule 703).

An intentional or reckless failure to disclose under Rule 703 is a criminal offence under 
section 203 of the SFA, for which the directors of the listed company may also be liable.
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There is no obligation on private companies to publicly disclose any information, 
including the existence of an internal investigation or contact from law enforcement officials.

25 When would management typically brief the board of a company in your country 
about an internal investigation or contact from law enforcement officials?

Typically, the board of a company is notified promptly about an internal investigation or 
contact from law enforcement officials, with a more comprehensive briefing after significant 
findings have been made in the internal investigation or where there is a significant develop-
ment in the matter.

26 What internal steps should a company in your country take if it receives a 
notice or subpoena from a law enforcement authority seeking the production or 
preservation of documents or data?

The company would be required to comply with the notice or subpoena and should take 
immediate steps to obtain legal advice, and implement the identification, extraction and 
preservation of relevant documents and data. The company should ideally also take steps to 
ensure that copies of the documents and data are taken and maintained.

27 How can the lawfulness or scope of a notice or subpoena from a law enforcement 
authority be challenged in your country?

A notice or subpoena from a law enforcement authority may be challenged by asking the 
court to quash it or prohibit further action by the relevant law enforcement authority.

A search warrant issued by the Singapore courts under the CPC may be suspended or 
cancelled if there are good reasons for doing so.

Attorney–client privilege

28 May attorney–client privilege be claimed over any aspects of internal 
investigations in your country? What steps should a company take in your country 
to protect the privilege or confidentiality of an internal investigation?

A company may claim litigation privilege over investigation reports and documents created 
during an internal investigation if there is a reasonable prospect of litigation at the time the 
documents are created, and the dominant purpose for the creation of the documents over 
which privilege is claimed is pending or contemplated litigation. 

Legal advice privilege can also be claimed for a document if there is legal advice embedded 
in it, or it was created for the dominant purpose of provision to legal counsel for the purpose 
of seeking legal advice. 

To ensure that privilege is protected, legal counsel, whether external or in-house, should 
be substantially involved in the investigations, particularly when conducting interviews of 
witnesses. However, it should be noted that merely copying legal counsel in correspond-
ence is not enough to attract privilege, and that the contents themselves have to satisfy the 
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requirements for privilege. It would also be good practice not to mix legal and business advice 
in the same document, and marking advice as ‘confidential and legally privileged’ would assist 
in identifying privileged material (even though the labelling itself does not create privilege). 

Generally, to ensure that the confidentiality of an internal investigation is maintained, 
the company should put in place a communications protocol and limit the communica-
tions, reports and any advice regarding the investigations to specified individuals within the 
company on a need-to-know basis.

29 Set out the key principles or elements of the attorney–client privilege in your 
country as it relates to corporations. Who is the holder of the privilege? Are there 
any differences when the client is an individual?

Legal professional privilege is found in two principal forms – litigation privilege and legal 
advice privilege. Where a document is protected by either form, it is exempted from disclo-
sure in litigation. 

Legal advice privilege attaches to legal advice and communications between a lawyer 
(whether in-house or external legal counsel) and a client (or the company, as the case may be 
in the context of an in-house legal counsel) for the purpose of seeking legal advice, whether 
or not litigation is contemplated. 

Litigation privilege will apply to documents and communications created for the 
dominant purpose of pending or contemplated litigation, and if there is a reasonable prospect 
of litigation at the time the documents are created. 

Legal professional privilege belongs to the client, regardless of whether the client is an 
individual or a corporate entity.

30 Does the attorney–client privilege apply equally to in-house and external counsel 
in your country?

Yes, pursuant to section 131 of the Evidence Act (Cap. 97).

31 To what extent is waiver of the attorney–client privilege regarded as a co-operative 
step in your country? Are there any contexts where privilege waiver is mandatory 
or required?

Waiver of legal professional privilege is often viewed as a co-operative step by the authorities. 
There is no prescribed context in which waiver of legal professional privilege is mandatory or 
required. However, it is not unheard of for regulatory authorities, in certain circumstances, to 
request that a company waives privilege over an internal investigation report that is required 
to be submitted to the authorities.

32 Does the concept of limited waiver of privilege exist as a concept in your 
jurisdiction? What is its scope?

Yes. For example, in a recent High Court decision, the Court found that in a multiparty liti-
gation, selective disclosure to an adverse party of any documents to which litigation privilege 
applies does not waive the litigation privilege generally.
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33 If privilege has been waived on a limited basis in another country, can privilege be 
maintained in your own country?

This question has not been determined specifically in Singapore. However, it is noted that the 
concept of limited waiver of privilege exists in Singapore.

34 Do common interest privileges exist as concepts in your country? What are the 
requirements and scope?

Yes, common interest privilege exists. 
Common interest privilege can be used to enable B to shield behind the privilege of A and 

prevent C from obtaining or using documents from B that were provided to B pursuant to 
the common interest between A and B in the subject matter of the documents. 

Common interest privilege can also be used to enable A to obtain documents from B, 
which B can withhold on the ground of privilege against the rest of the world, on the basis 
that it is inconsistent with the common interest for B to claim privilege against A in relation 
to these documents.

35 Can privilege be claimed over the assistance given by third parties to lawyers?

Yes, if the documents created with the assistance of third parties fall within the scope of 
litigation privilege or legal advice privilege, for example if a document was created by a third 
party who was acting as the client’s agent at the time, for the dominant purpose of obtaining 
legal advice.

Witness interviews

36 Does your country permit the interviewing of witnesses as part of an internal 
investigation?

There is no prohibition against witness interviews as part of an internal investigation.

37 Can the attorney–client privilege be claimed over internal witness interviews or 
attorney reports in your country?

Yes, if the interview records fall within the scope of litigation privilege.

38 When conducting a witness interview of an employee in your country, what 
legal or ethical requirements or guidance must be adhered to? Are there different 
requirements when interviewing third parties?

There are no specific requirements that must be adhered to for a witness interview of employees 
or third parties. However, it is good practice to state up front during the interview whom the 
interviewers represent and, where appropriate, make it clear that they are not acting for the 
employee. This is to avoid any potential claims of conflict of interest. 

It would also be advisable to involve legal counsel to ensure that the witness interviews are 
conducted with the benefit of legal advice, and to ensure that any statements taken during 
internal investigations may properly be protected by privilege.
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39 How is an internal interview typically conducted in your country? Are documents 
put to the witness? May or must employees in your country have their own legal 
representation at the interview?

Generally, an interview starts with the interviewer explaining the purpose of the interview 
and highlighting that the interview should be kept confidential. Questions would be asked, 
and where these questions relate to certain documents, these documents are usually put to 
the witness during the interview. 

Where allegations are being made against the employee, it is advisable to give the employee 
an opportunity to seek legal advice.

Reporting to the authorities

40 Are there circumstances under which reporting misconduct to law enforcement 
authorities is mandatory in your country?

Yes. Section 39 of the CDSA imposes an obligation to lodge ‘suspicious transaction reports’ 
in respect of property that is reasonably suspected to be connected to criminal activity. 
Section 424 of the CPC also imposes an obligation to file a police report in respect of speci-
fied offences under the Penal Code.

41 In what circumstances might you advise a company to self-report to law 
enforcement even if it has no legal obligation to do so? In what circumstances 
would that advice to self-report extend to countries beyond your country?

Self-reporting and co-operation would generally be seen as mitigating factors, and would also 
provide an avenue for dialogue with the law enforcement authorities. 

Companies should bear in mind that any self-reporting in a particular jurisdiction may 
trigger reporting or disclosure obligations in other jurisdictions.

42 What are the practical steps you need to take to self-report to law enforcement in 
your country?

Before making any self-report, a company should first undertake an internal investigation 
and obtain legal advice on the scope of the company’s disclosure obligations and poten-
tial liability.

Responding to the authorities

43 In practice, how does a company in your country respond to a notice or subpoena 
from a law enforcement authority? Is it possible to enter into dialogue with the 
authorities to address their concerns before or even after charges are brought? 
How?

It is common, and indeed advisable, for a company to engage legal counsel upon receipt 
of any notice or subpoena from a law enforcement authority to seek advice on compli-
ance therewith. 
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It may be possible to enter into dialogue with the authorities, depending on the nature 
of the investigations. It is also possible to engage in plea bargaining with the prosecutor even 
after charges are brought.

44 Are ongoing authority investigations subject to challenge before the courts?

It depends on whether the aggrieved persons satisfy the requirements for judicial review, and 
whether the relevant acts are justiciable in the first place.

45 In the event that authorities in your country and one or more other countries issue 
separate notices or subpoenas regarding the same facts or allegations, how should 
the company approach this?

It is important to ensure that a consistent position is taken across the various investigations 
in the different countries. To this end, the company may wish to engage legal counsel to 
coordinate the investigations.

46 If a notice or subpoena from the authorities in your country seeks production of 
material relating to a particular matter that crosses borders, must the company 
search for and produce material in other countries to satisfy the request? What are 
the difficulties in that regard?

If the material is in the possession or power of a company, the company must search for and 
produce the material, wherever that material may be located but provided that the material 
actually belongs to the company. 

Issues might arise in circumstances where the data servers or material are maintained by 
third parties or related companies not in Singapore. In these circumstances, the Singapore 
company may nonetheless choose to co-operate and offer assistance to provide access to these 
data servers or materials.

47 Does law enforcement in your country routinely share information or investigative 
materials with law enforcement in other countries? What framework is in place in 
your country for co-operation with foreign authorities?

Yes, this is provided for under the MACMA, the CDSA, the TSOFA and the MAS Act (see 
question 7).

48 Do law enforcement authorities in your country have any confidentiality 
obligations in relation to information received during an investigation or onward 
disclosure and use of that information by third parties?

Generally, yes, depending on the relevant legislation empowering the investigations. See, for 
example, part VC of the MAS Act.
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49 How would you advise a company that has received a request from a law 
enforcement authority in your country seeking documents from another country, 
where production would violate the laws of that other country?

The company should obtain legal advice from counsel in the foreign country to ascertain 
the potential liability if the documents were produced, and have its foreign and local legal 
counsel work together to explore a solution or establish whether it would be possible to resist 
the production or mitigate its exposure overseas.

50 Does your country have blocking statutes? What related issues are implicated by 
complying with a notice or subpoena?

No, but Singapore has general statutory provisions that prevent disclosure of matters relating 
to state interests.

51 What are the risks in voluntary production versus compelled production of 
material to authorities in your country? Is this material discoverable by third 
parties? Is there any confidentiality attached to productions to law enforcement in 
your country?

In practice, the law enforcement authorities generally maintain the confidentiality of material 
provided to them, whether voluntarily or because they are compelled to do so. 

However, foreign law enforcement authorities may request assistance and the sharing of 
information or documents, whether informally or formally, pursuant to the relevant legisla-
tion or treaties. Confidentiality measures may be put in place for the sharing of such infor-
mation or documents. For example, assistance provided by the MAS under the MAS Act in 
some circumstances requires the receiving authority to provide an undertaking to protect the 
confidentiality of information or documents.

Global settlements

52 Prior to any settlement with a law enforcement authority in your country, what 
considerations should companies be aware of?

If the company has a presence overseas, it should consider the implications of the settle-
ment on any ongoing or pending investigation in respect of the same or similar subject 
matter overseas.

53 What types of penalties may companies or their directors, officers or employees 
face for misconduct in your country?

If a company is found guilty of a criminal offence, the typical penalty is a fine.
A company’s directors, officers or employees found guilty of a criminal offence may 

generally be subject to imprisonment or fines. 
Further, a company or individual found guilty of a criminal offence may be required by 

a court to pay compensation. 
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Other than criminal and civil liability, companies or their directors, officers or employees 
may also be subject to sanctions or civil penalties imposed by regulatory bodies such as the 
SGX and the MAS.

A court may also order a third party who has benefited from misconduct to disgorge 
benefit arising from that misconduct, on the application of the MAS or any other claimant 
pursuant to section 236L of the SFA.

54 What do the authorities in your country take into account when fixing penalties?

There are various mitigating factors that may be taken into account by a court when consid-
ering an appropriate sentence, including: 
• co-operation with the authorities; 
• self-reporting; 
• remediation; 
• lack of record; and 
• voluntary restitution or compensation.

55 Are non-prosecution agreements or deferred prosecution agreements available in 
your jurisdiction for corporations? 

Singapore has recently enacted a framework for deferred prosecution agreements (DPAs), 
which came into force on 31 October 2018. Under this framework, the public prosecutor 
can agree to dismiss the charges a company faces provided it agrees to undertake certain 
obligations. The DPA would be subject to approval by the High Court, which must be satis-
fied that the agreement is in the interests of justice and that the terms are fair, reasonable 
and proportionate.

56 Is there a regime for suspension and debarment from government contracts 
in your country? Where there is a risk of suspension or debarment or other 
restrictions on continuing business in your country, what are the options available 
to a corporate wanting to settle in another country?

Yes, the Standing Committee on Debarment (SCOD) decides all cases of debarment. The 
relevant grounds for debarment from government contracts include:
• cheating or attempted cheating;
• giving false information that has a material bearing on the award or performance of the 

contract;
• corruption in connection with a government agency or contract;
• compromise of national security or public interest; 
• repeated defaults; and
• bid rigging.

Except for cases involving CPIB or CCCS investigations, government agencies gener-
ally would warn the defaulting companies in writing of the intention to debar them and 
the grounds for such an action before a case is submitted to SCOD. This would give the 
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defaulting contractor the opportunity to make a business trade-off between proceeding with 
the contract or facing the possibility of debarment. The defaulting contractor will also be 
given an opportunity to explain why it has defaulted.

57 Are ‘global’ settlements common in your country? What are the practical 
considerations?

No. It was only in December 2017 that the first known global resolution in relation to a 
Singapore company was arrived at.

58 Are parallel private actions allowed? May private plaintiffs gain access to the 
authorities’ files?

Civil proceedings can continue in parallel with criminal investigations or proceedings. 
However, it is common to put civil proceedings on hold until the conclusion of any 
criminal investigation. 

There is no obligation on the authorities to provide civil litigants with access to their files.

Publicity and reputational issues

59 Outline the law in your country surrounding publicity of criminal cases at the 
investigatory stage and once a case is before a court.

Anyone who intentionally publishes any matter or carries out any other act that prejudices, 
interferes with or poses a ‘real risk of prejudice’ to current court proceedings is liable to be 
found guilty of contempt of court pursuant to the Administration of Justice (Protection) 
Act 2016.

Further, obstruction of justice is an offence under section 204A of the Penal Code.

60 What steps do you take to manage corporate communications in your country? 
Is it common for companies to use a public relations firm to manage a corporate 
crisis in your country?

Depending on the scale of the matter, a company may choose to engage an external public 
relations firm if it does not have an in-house public relations or communications team. It is 
also common for external counsel to assist and advise a company on a holistic crisis manage-
ment plan.

61 How is publicity managed when there are ongoing, related proceedings?

Generally, a company undergoing investigation or legal proceedings tends not to comment 
on the same when asked by the media, save to the extent necessary to meet disclosure obliga-
tions or to refute any inaccuracy. It is important that a crisis management plan is created and 
abided by, particularly if there are various stakeholders in the company.
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Duty to the market

62 Is disclosure to the market in circumstances where a settlement has been agreed 
but not yet made public mandatory?

A settlement may fall within the scope of information that a listed company is required to 
disclose under Rule 703, subject to any disclosure obligations imposed by the relevant law 
enforcement authorities.
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