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Personal Data Protection Act

PDPA Update: How to Notify Data Breach
Incidents

On 15 December 2022, new provisions were issued to clarify how data breach incidents should be
notified, with such requirements taking immediate effect. The clarification was provided by Thailand’s
Personal Data Protection Committee ("PDPC") when it issued the Notification of the Personal Data
Protection Committee re: Rules and Methods for the Notification of Personal Data Breach Incident, B.E.
2565 (2022) ("Notification").

In essence, the Naotification set out the following key details:
A. Definition of ‘Personal Data Breach’

In the Notification, ‘Personal Data Breach’ means the breach of security measures arising from
an intentional, deliberate, negligent, unauthorized or unlawful action, computer-related offense,
cyber threat, error or accident, or other causes that result in unauthorized or unlawful loss,
access to, use, alteration, modification or disclosure of personal data;

B. Characteristics of personal data breach incidents which the data controller is required to notify
the Office of the PDPC and/or the data subject, and which may involve confidentiality, integrity
or availability breaches. The breaches may result from the actions of the data controller itself,
the data processor, or the employees, staff, contractors, agents or any relevant persons of such
data controller or data processor;

C. Procedures that the data controller must follow after it has become aware of a personal data
breach incident or potential occurrence of such incident;

D. Methods to notify the Office of the PDPC of a personal data breach incident, and the required
information which must be presented in the notification.

In brief, the required information includes:

i) a description of the personal data breach including the type of breach, the nature and
number of data subjects and personal data records concerned;

i) the name and contact details of the data protection officer (where applicable) or other
contact point where more information can be obtained;

iii) information on the likely consequences of the personal data breach; and
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iv) information on measures taken or to be taken to protect, suppress or rectify the personal
data breach or to mitigate the damages;

E. A request for penalty relief for the delay in notification of the personal data breach incident may
be accepted where there is unavoidable necessity which causes the delay in notification of the
personal data breach incident; however, such request must be made to the Office of the PDPC
within 15 days from the date the party making the notification is aware of the incident;

F. The data controller has an obligation to have in place a contractual clause that requires its data
processor to notify a personal data breach incident to the data controller, where feasible, within
72 hours after the data processor has become aware of such incident;

G. Exemption from the personal data breach notification obligation in the case where the incident
is unlikely to result in a risk to the rights and freedoms of a person;

H. Information and details which must be notified to the data subjects in the case where a personal
data breach incident is likely to result in a high risk to the rights and freedoms of a person, which
include:

i) a description in brief and the nature of personal data breach;
i) the name and contact details of data protection officer or other contact point;

iii) information on the likely consequences of the personal data breach which may affect
the data subjects; and

iv) remedial measures, information on measures which the data controller has taken or will
take, as well as recommendations on measures which the data subjects may
additionally take in order to protect, suppress or rectify the personal data breach or to
mitigate the damage; and

I Factors to consider when assessing the level of risk of the personal data breach which may
affect the rights and freedoms of the data subjects.

It is expected that there will be many more regulations to come into effect next year to clarify certain
current issues, such as, adequate data protection standards for cross-border data transfer, criteria to
consider if a data protection officer and a local representative (a local representative may be required if
a data controller is in the foreign country) must be appointed. We will keep you posted when there are
any updates.
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Contribution Note

This Client Update is contributed by the Contact Partners listed above with the assistance of Associates
Pattarapond Duangkaewwautthikrai and Kittipol Chamsawarng of R&T Asia (Thailand) Limited.
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Rajah & Tann Asia is a network of legal practices based in Asia.
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Member firms are independently constituted and regulated in accordance with relevant local legal requirements. Services provided by a
member firm are governed by the terms of engagement between the member firm and the client.

This update is solely intended to provide general information and does not provide any advice or create any relationship, whether legally
binding or otherwise. Rajah & Tann Asia and its member firms do not accept, and fully disclaim, responsibility for any loss or damage which

may result from accessing or relying on this update.
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R&T Asia (Thailand) Limited is a full service Thai law firm which has the expertise and resources, both international and local, to assist and support
you on a wide range of legal services, including representation in the Thai courts, in international and domestic arbitration, contentious and non-
contentious banking matters, foreign direct investment, general corporate and commercial matters for foreign and local investors (i.e. establishment
of companies, branch offices and representative offices and handling applications for miscellaneous licenses, permits and approvals).

R&T Asia (Thailand) Limited is part of Rajah & Tann Asia, a network of local law firms in Cambodia, China, Indonesia, Lao PDR, Malaysia, Myanmar,
the Philippines, Singapore, Thailand and Vietnam. Our Asian network also includes regional desks focused on Brunei, Japan and South Asia.

The contents of this Update are owned by R&T Asia (Thailand) Limited and subject to copyright protection under the laws of Thailand and, through
international treaties, other countries. No part of this Update may be reproduced, licensed, sold, published, transmitted, modified, adapted, publicly
displayed, broadcast (including storage in any medium by electronic means whether or not transiently for any purpose save as permitted herein)
without the prior written permission of R&T Asia (Thailand) Limited.

Please note also that whilst the information in this Update is correct to the best of our knowledge and belief at the time of writing, it is only intended
to provide a general guide to the subject matter and should not be treated as a substitute for specific professional advice for any particular course
of action as such information may not suit your specific business and operational requirements. It is to your advantage to seek legal advice for your
specific situation. In this regard, you may call the lawyer you normally deal with in R&T Asia (Thailand) Limited.
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